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TROUBLESHOOTING - HC08 FLASH SECURITY

The MC68HC908 MCUs contain a security feature based on information that the user programs into the part.
Security bytes are specified in addresses $FFF6 - $FFFD (addresses of the interrupt vectors). The PROG0O8SW
software continually records any changes to these security bytes and stores them in the file SECURITY.INI.

The information in this file is also shared with the ICS08 in-circuit simulator and the ICDO8SW in-circuit
debugger software. This allows the user to reset the device and still have access to the monitor mode. The ICS08
software automatically attempts to access the part by trying the default (nothing written) and up to the last 10
sequences of bytes that have been written to the part.

If after trying each of the sequence of bytes stored in the SECURITY.INI file, the ICS08 software is unable to
access the part, a security dialog box is displayed. This dialog allows the user to enter the security bytes
manually or to read the information from the S19 file from which the MCU was last programmed.

If you are not able to enter correct security bytes, choose “Ignore security” to enter PROGOSSW into the
MONO08 mode. In this case you are not possible to read or verify MCU FLASH but you can erase it. After
erasing you can enter into MONO8 mode again with security bytes for blank device (FF-FF-FF-FF-FF-FF-FF-
FF).

We recommend using newest version of the PROGO8SW. New programming algorithms automatically
unsecured FLASH after erasing. The updates for the PROG08SW you can find on www.pemicro.com or
Motorola® CDMCU/D.

Attention! For HC908GR4/8 use the programming algorithm 908 GR8.08P V1.02. Older versions can not erase
security FLASH.

ODSTRANENi PROBLEMU — ZABEZPECENIi FLASH HC08

Procesory rodiny MC68HC908 umozinuji zabezpeceni obsahu paméti FLASH pred neautorizovanym ¢tenim
zaloZené na security bytech, které uzivatel programuje do urcité oblasti paméti FLASH. Bezpec¢nostni byty jsou
uloZené na adresach $FFF6-$SFFFD (oblast pferusovacich vektort). Software PROGO8SW pribézné nahrava
zmény téchto bezpecnostnich bytl a uklada je v souboru SECURITY.INI, coz umoziuje odblokovani
zabezpeceni pii vyvoji aplikaci.

Informace z tohoto souboru jsou sdileny také obvodovym simulatorem ICS08 a ,,Real time debugerem*
ICDO8SW. To umoziiuje uzivateli resetovat MCU a pfitom mit pfistup k obsahu FLASH. Software ICS08 se
automaticky pokousi odblokovat pamét’ FLASH postupnym odesilanim uloZenych sekvenci security bytu.

Pokud po vyzkouseni n¢které sekvence bytd ulozené v SECURITY.INI souboru neni ICS software
schopen odblokovat pamét’ FLASH, objevi se na displeji opét bezpecnostni dialog. Tento umoziuje zadat
security byty manualné nebo tyto informace nacist ze souboru S19, kterym byl MCU naposledy programovan.

V ptipad¢, ze nemate moznost zadat security byty, zvolte moznost ,,Ignore security” pro vstup do MONOS.
V tomto pfipadé neni mozné vycist a verifikovat obsah interni FLASH, ale 1ze ji vymazat. Po vymazani lze
vstoupit do MONO8 modu s nastavenim security byt pro vymazany MCU (FF-FF-FF-FF-FF-FF-FF-FF).

Doporucujeme pouzivat nejnovejsi verze PROGO8SW. Nové verze programovacich algoritmd totiz umi
automaticky odblokovat zabezpeceni paméti FLASH po vymazani. Nové verze PROGO8SW jsou na
www.pemicro.com nebo na CD-ROM Motorola® CDMCU/D.

POZOR! Pro HC908GR4/8 pouzivejte programovaci algoritmus 908 GRS8.08P V1.02. Starsi verze algoritmu
neumi vymazat zabezpecenou FLASH.

Starter kits security bytes:

HC908GP32 — (E0-48-E0-48-E0-4B-E0-48) HC908KXS8 — (E0-3E-E0-3E-E0-41-E0-3E)
HC908JK3 — (F6-3B-F6-3B-F6-3E-F6-3B)
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